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What are the specific steps to obtain and install a sufficient firewall?

How does one prove they've implemented this three-point plan?

Will the FED start testing your passwords or pen testing your firewalls?

Why are we spending money for a system that the FCC never utilizes in true emergencies...?? OK...you don't have to answer that
Any penalty that we know of if some equipment can’t handle 15 character passwords?

How do you think the Commission will handle the issue of analogue S.T.L.s and their vulnerability?

Can you also address what the ramificatoins would be about software defined EAS vs hardware from a vendor and the implications?
| need some practical lessons in spectrum monitoring.

Please address password requirements if all remote access is behind a VPN and not directly exposed to the internet.

How do you think the guidance in the report and order be verified by the FCC? Can we assume penetration testing?

We hear WHAT people should do to protect networked infrastructure. We don't often see HOW to. Esp. for LPFM, small ops. No staff
What, if any, password allowance for being behind a firewall?

What affects transmission

How many of you use a commercial firewall product that has a yearly subscription for support and category-blocking updates?

We stared formal education for women in primary level.

Does this rule apply to all IP (internal and external) access devices or only to publicly accessible IP devices?

Isn't it enough that all airchain devices and transmitters are on a private LAN behind a firewall with excellent security?

As ministries and nonprofit organizations increasingly use internet-connected broadcast and digital media systems to serve commu
What is implied by Network segmentation/separation for something that needs public internet to get to the cap messages

Looking down the road, do you expect the EAS daisy-chain to exist long-term, or is this the opening salvo in a move to WEA etc.?

I'm going to try to make this , but if not , will this be recorded ? Thank You



The 2013 and 2017 "Zombie Apocalypse" Hacks

The most famous EAS cyberattacks occurred on February 11, 2013, affecting multiple television stations, including KRTV in Great Falls,
Montana, and WBUP and WNMU in Marquette, Michigan. [1, 2]

* The Incident: Attackers overrode the stations' regular programming to broadcast a crawl and audio warning stating that "the bodies of
the dead are rising from their graves and attacking the living." [1, 2]

e The Vulnerability: Security researchers at IOActive discovered that the Monroe Electronics DASDEC encoder/decoder appliances
shipped with root-privileged SSH keys hardcoded directly into the firmware. This allowed remote attackers to log into internet-exposed
devices with administrative control. [1]

*  The Follow-up: In February 2017, radio station WZZY in Winchester, Indiana, was targeted with the exact same "zombie" audio because
the station was running unpatched Sage ENDEC equipment using default credentials. [1, 2]

Recent Studio-Transmitter Link (STL) Hijacks

In late 2025, a new string of cyber intrusions hit regional U.S. radio broadcasters, including Houston's ESPN 97.5 and local NPR affiliates. [1,
2]

*  The Incident: Hackers interrupted live programming (including a Dallas Cowboys broadcast) to inject simulated EAS attention signals,
offensive/racist music, and social media promos. [1]

*  The Vulnerability: The Federal Communications Commission (FCC) issued an official warning revealing that threat actors did not breach
the core EAS boxes directly. Instead, they targeted insecure Studio-Transmitter Links (STLs)—specifically exposed Barix audio-over-IP
equipment. Hackers used these open paths to reconfigure the audio feed sent to remote transmitters. [1, 2, 3]

Google search term: “station EAS hack”


https://en.wikipedia.org/wiki/2013_Emergency_Alert_System_hijackings
https://en.wikipedia.org/wiki/2013_Emergency_Alert_System_hijackings
https://emergencyalertsystem.fandom.com/wiki/Hacking_of_the_EAS
https://www.darkreading.com/cyberattacks-data-breaches/zombie-hackers-exploited-emergency-alert-system-security-flaws
https://emergencyalertsystem.fandom.com/wiki/Hacking_of_the_EAS
https://securityledger.com/2020/01/seven-years-later-scores-of-eas-systems-sit-un-patched-vulnerable/
https://securityledger.com/2020/01/seven-years-later-scores-of-eas-systems-sit-un-patched-vulnerable/
https://en.wikipedia.org/wiki/2013_Emergency_Alert_System_hijackings
https://emergencyalertsystem.fandom.com/wiki/Hacking_of_the_EAS
https://deadline.com/2025/11/hackers-espn-npr-radio-stations-obscene-material-1236630189/
https://techinformed.com/fcc-warns-broadcasters-after-hackers-hijack-radio-gear-to-play-fake-emergency-alerts/
https://deadline.com/2025/11/hackers-espn-npr-radio-stations-obscene-material-1236630189/
https://www.nysbroadcasters.org/post/fcc-warning-cyber-security-threat-for-stations-eas-systems
https://www.infosecurity-magazine.com/news/fcc-hackers-hijacking-radio/
https://techinformed.com/fcc-warns-broadcasters-after-hackers-hijack-radio-gear-to-play-fake-emergency-alerts/







Federal Communications Commission FCC 26-38

Before the
Federal Communications Commission
Washington, D.C. 20554

In the Matter of

Modernization of the Nation’s Alerting Systems PS Docket No. 25-224

Protecting the Nation’s Communications Systems PS Docket No. 22-329
from Cybersecurity Threats

Wireless Emergency Alerts PS Docket No. 15-91

Amendment of Part 11 of the Commission’s Rules PS Docket No. 15-94

Regarding the Emergency Alert System
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REPORT AND ORDER IN PS DOCKETS 25-224 AND 22-329, AND FURTHER NOTICE OF
PROPOSED RULEMAKING IN PS DOCKETS 25-224, 15-94, AND 15-91

https://docs.fcc.gov/public/attachments/FCC-26-38A1.pdf

Published in the Federal Register on July 31, so deadline for compliance is
September 29, 2026!






18. Password requirements. Strong password security 1s essential to protecting EAS
equipment, studio-transmitter link equipment. and remotely accessible equipment from unauthorized
access that exploits weak or default credentials. Digital Alert Systems, Inc. (DAS) and former
broadcaster, Jonah Kibin, caution against using default passwords and recommend changing required
credentials upon setup as default passwords, particularly on encoders, “are widely available on the
internet and have led to high-profile intrusions of the EAS in the last couple of decades ™ We require
that default passwords for EAS equipment. studio transmitter link equipment, and any remotely managed
equipment that routes, processes, or mnserts content into the EAS Participant’s programming stream be
changed prior to any use to broadcast to the public. Passwords used for this equipment must employ a
mintmum of 15 characters, not use dictionary words (because they can be cracked through brute force),

and not be reused for other accounts, equipment, applications, and services that the EAS Participant uses.

https://docs.fcc.gov/public/attachments/FCC-26-38A1.pdf









19. As an alternative to a strong password, we permit EAS Participants to use alternative
authentication measures that are reasonably sufficient to mitigate the risk of unauthorized access. We
believe that there are numerous authentication methods available to EAS Participants that would be
reasonably sufficient, including methods that have been highlighted by the National Institute of Standards
and Technology (NIST) as meeting one of three authentication assurance levels.® For example, NIST’s
guidance provides that authentication properly implemented at Authentication Assurance Level 1 can
include, in addition to passwords, look-up secrets, which are “[a] secret determined by the claimant by
looking up a prompted value in a list held by the subscriber”; out-of-band devices, consisting of ““[a]
secret sent or received through a separate communication channel with the subscriber™; single- or multi-
factor one-time password devices, in which a one-time secret is obtained from a device or application
held by the subscriber, which may or may not require activation by a second authentication factor; and
single- or multi-factor cryptographic authentication, which entails “[p]roof of possession and control via
an authentication protocol of a cryptographic key held by the subscriber,” which may or may not require
activation by a second authentication factor.”” We recognize that, were we to simply require use of
specifically structured passwords, our rule could preclude the use of other authentication methods offering

https://docs.fcc.gov/public/attachments/FCC-26-38A1.pdf
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21. Firmware and Software Patching. Prompt firmware and software patching are key to
reducing the risk that bad actors will exploit known vulnerabilities to infiltrate broadcast and
cable systems to insert false EAS tones or alerts. The record includes support for requiring EAS
Participants to promptly install security patches and firmware and software updates. DAS also
points to the failure to apply software updates as a “systemic risk[]” to EAS.82 One comment
submitted by a radio broadcast engineer recommends that the Commission require EAS
equipment to automatically query a centralized database to confirm EAS codec firmware and
certificate updates.83 APCO opines that “[tjhe Commission should consider rules requiring EAS
and WEA participants to maintain current software and replace outdated equipment in a timely
manner,” citing findings from the Commission’s 2023 Nationwide Emergency Alert Test showing
that “approximately 23 percent of the EAS equipment units were either using outdated software
or operating equipment that was no longer supported with regular software updates.”84 The
fact that nearly a quarter of EAS devices may potentially be exposed to known, readily
addressed vulnerabilities because they are operating obsolete or out-of-date equipment
represents a significant gap in the security of the nation’s alerting capacity that poses national
security risks.

https://docs.fcc.gov/public/attachments/FCC-26-38A1.pdf
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22. Use of a Firewall or Comparable Network Segmentation. We require EAS Participants to
use a network firewall or comparable network segmentation practices to limit remote
management access to authorized devices and authorized users, which will secure EAS and
other vulnerable equipment on a private network inaccessible to the public Internet. This
requirement addresses a widespread EAS vulnerability. In response to the Alerting Security
NPRM, REC Networks identified 730 EAS Participant servers through which the password
screen for Sage Alerting Systems’ ENDEC EAS device was directly exposed.87 Of those
servers, 288 operated on port 80, which is the default port for HTTP web services.88

https://docs.fcc.gov/public/attachments/FCC-26-38A1.pdf






Security Zones

Segmented Network Architecture

The “Onion Approach”



Essential <

Do These 10 Things

Change default logins
Use strong passwords (paraphrases)
Separate Admin & User accounts on hosts (WIN)

Segment your network (VLAN) — create multi-layer security
zones

Use packet filtering to control host access (ACL and/or
firewall)

Disable un-used services — close ports not used
Monitor your network — know what is normal

Use secure access (SSH not telnet)

Use VPN for off-site access

Don’t be a social engineering victim — educate users

20



Centrally managed security

“Your device is temporarily blocked from
synchronizing using Exchange ActiveSync
until your administrator grants it access.”

Zero Trustvs. BYOD






Pros of HW

« Appliance based - Usually can
have some kind of support contract

e Dedicated hardware

o Multiprotocol support

Cons of HW

e Can be limiting in advanced
network topologies

 Cheaper units cannot support lots
of remote sites/users

« (Can sometimes require a separate
authentication system to maintain

Pros of SW:

« Configurable, multiprotocol support

* |nstallation can be quite simple

e Easy to rollback using snapshots (if
enabled, different webinar)

e Can be locked down to single hosts

Cons of SW:

o Gets a little tricky when trying to share
with other devices on your networks

e Can be limiting depending on topology

 Requires a little under the hood work
at times to implement

« At the mercy of the PC if running
critical infrastructure



https://www.lucidchart.com/pages/






Stephen Poole, from Crawford Media Group’s January engineering newsletter



Resources/Useful Links

Broadcast Law Blog (Discussion of FCC, copyright, advertising and other legal issues from David Oxenford):
https://www.broadcastlawblog.com/2026/07/articles/

KnowBe4 (User cybersecurity training and testing):
https://www.knowbe4.com

1Password (Password management):
https://1password.com/

Lucidchart (Network diagramming):
https://lucid.co/lucidchart

Angry IP Scanner (Scans a network for live systems and specified network ports):
https://angryip.org/

NMAP (Far more advanced tool, includes some "preset" scan modes, can do network mapping with Zenmap GUI):
https://nmap.org/

Wireshark (Analyze traffic on a network):
https://www.wireshark.org/

VPN Basics:
https://www.cisco.com/site/us/en/learn/topics/security/what-is-a-virtual-private-network-vpn.html

Tailscale+WireGuard (a software-based VPN solution):
https://tailscale.com/wireguard-vpn

VLAN Basics:
https://www.firewall.cx/networking/vlan-networks/vlan-concept.html

Ubiquiti UniFi (networking hardware and software defined networking):
https://www.ui.com/

CBT Nuggets (IT Training site that has helpful blogs on various IT related topics)
https://www.cbthuggets.com/blog

Shodan (loT search engine with various free and paid options, including the ability to search IP addresses or ranges):
https://www.shodan.io/dashboard



https://www.broadcastlawblog.com/2026/07/articles/
https://us-west-2.protection.sophos.com/?d=knowbe4.com&u=aHR0cHM6Ly93d3cua25vd2JlNC5jb20=&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=b0ZMM1lMOTl3VXdwZGY5WS9Td2xzdW9oYWRCbWM1NDVhdGw0RmRUd0x6az0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=1password.com&u=aHR0cHM6Ly8xcGFzc3dvcmQuY29tLw==&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=czQzV0tzVWdSaTMrMW5XcURtSVJneHRseE9sSEx3NTRiUXRPanNTN01BOD0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=lucid.co&u=aHR0cHM6Ly9sdWNpZC5jby9sdWNpZGNoYXJ0&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=clMvcmR2TmdpaVlQQnlCdEs4Qk9xL1RyNDRlWmNISjBpUEpsRUVSRGpSMD0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=angryip.org&u=aHR0cHM6Ly9hbmdyeWlwLm9yZy8=&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=WGN1UjNabkFyUXB4MVdJKzJ1bVUxQ2Faeis0bFp5N0FUSWZEcnhsRmR4QT0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=nmap.org&u=aHR0cHM6Ly9ubWFwLm9yZy8=&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=OHErbElobVhWR2x2TDR2QnRSNjlsbDkrUnQwSGtsTGRQRk4xUFhiYXozND0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=wireshark.org&u=aHR0cHM6Ly93d3cud2lyZXNoYXJrLm9yZy8=&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=V1ZDa0lVeXpEcC9vUkptZFFBeWhiVGQrL0RCMUg3MzVCNWo5aUZOc3pjYz0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=cisco.com&u=aHR0cHM6Ly93d3cuY2lzY28uY29tL3NpdGUvdXMvZW4vbGVhcm4vdG9waWNzL3NlY3VyaXR5L3doYXQtaXMtYS12aXJ0dWFsLXByaXZhdGUtbmV0d29yay12cG4uaHRtbA==&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=T3liaFRnN2QvVDlNVlJwWmZ2RnBVTjZYeElCUWxFejhlSnNyTU9LNEdibz0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=cisco.com&u=aHR0cHM6Ly93d3cuY2lzY28uY29tL3NpdGUvdXMvZW4vbGVhcm4vdG9waWNzL3NlY3VyaXR5L3doYXQtaXMtYS12aXJ0dWFsLXByaXZhdGUtbmV0d29yay12cG4uaHRtbA==&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=T3liaFRnN2QvVDlNVlJwWmZ2RnBVTjZYeElCUWxFejhlSnNyTU9LNEdibz0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
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https://us-west-2.protection.sophos.com/?d=tailscale.com&u=aHR0cHM6Ly90YWlsc2NhbGUuY29tL3dpcmVndWFyZC12cG4=&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=WjAyeWd3N1QrUnBRUmVUekJzZWhkTUlNdjhJblFXL1NVaFAydENxcG9Fdz0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
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https://us-west-2.protection.sophos.com/?d=firewall.cx&u=aHR0cHM6Ly93d3cuZmlyZXdhbGwuY3gvbmV0d29ya2luZy92bGFuLW5ldHdvcmtzL3ZsYW4tY29uY2VwdC5odG1s&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=MVV1N1VmRVl0OFdYaHFGTVY4b29LYjFkQlJLTnhDV0JybHNjcFhQTDhSST0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=firewall.cx&u=aHR0cHM6Ly93d3cuZmlyZXdhbGwuY3gvbmV0d29ya2luZy92bGFuLW5ldHdvcmtzL3ZsYW4tY29uY2VwdC5odG1s&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=MVV1N1VmRVl0OFdYaHFGTVY4b29LYjFkQlJLTnhDV0JybHNjcFhQTDhSST0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=firewall.cx&u=aHR0cHM6Ly93d3cuZmlyZXdhbGwuY3gvbmV0d29ya2luZy92bGFuLW5ldHdvcmtzL3ZsYW4tY29uY2VwdC5odG1s&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=MVV1N1VmRVl0OFdYaHFGTVY4b29LYjFkQlJLTnhDV0JybHNjcFhQTDhSST0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=firewall.cx&u=aHR0cHM6Ly93d3cuZmlyZXdhbGwuY3gvbmV0d29ya2luZy92bGFuLW5ldHdvcmtzL3ZsYW4tY29uY2VwdC5odG1s&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=MVV1N1VmRVl0OFdYaHFGTVY4b29LYjFkQlJLTnhDV0JybHNjcFhQTDhSST0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://us-west-2.protection.sophos.com/?d=ui.com&u=aHR0cHM6Ly93d3cudWkuY29tLw==&i=NWUyOTk4Y2Y2MTg3ZTMxMjI4ZDMwMmE1&t=bjhQbXQzQnRMNk9nNDBHTmxEUW5TbXlwZjF1Z0FIK21xd3VwTWFWNDFlUT0=&h=31701ee2a9d64e23a14864a62f3eee86&s=AVNPUEhUT0NFTkNSWVBUSVYKRaZLkfRda0_l_MZBK2YLH3l1zWZuaFK4TkQXMav4kw
https://www.cbtnuggets.com/blog
https://www.shodan.io/dashboard

Online Information

Webinars
https://www.nautel.com/resources/webinars/

Nautel Waves Newsletter
https://www.nautel.com/newsletters/

YouTube
http://www.youtube.com/user/NautellLtd

Online Info, such as the Broadcasters’ Desktop Resource
https://www.thebdr.net/



https://www.nautel.com/resources/webinars/
http://www.youtube.com/user/NautelLtd
https://www.nautel.com/newsletters/
https://www.thebdr.net/

THANK YOU!
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