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IT Security 
Questions 

(to Ask Your 
Manufacturer)



Your questions please?

(if you don’t see the control panel,
click on the orange arrow icon to 
expand it)

Please enter your questions in the
text box of the webinar control panel
(remember to press send)

Remember: The completion of a Nautel webinar 
qualifies for ½ SBE re-certification credit, identified 
under Category I of the Re-certification Schedule 
for SBE Certifications.



Advance Questions

What is your mother's maiden name and what street did you grow up on? Asking for a friend.



https://www.fcc.gov/document/fcc-acts-strengthen-security-nations-alerting-systems





https://www.compuquip.com/blog/computer-security-vulnerabilities

1) Hidden Backdoor Programs

2) Superuser or Admin Account Privileges

3) Automated Running of Scripts without 
Malware/Virus Checks

4) Unknown Security Bugs in Software or 
Programming Interfaces

5) Unencrypted Data on the Network

Top 5 Computer Security Vulnerabilities



“Jeff’s home IP address”



“As for things manufacturers could do...I think we're (mostly) on the same page there 
too. Let's face it. Broadcast manufacturers (as a general rule) are HORRIBLE about 
infosec. This is a mix of making it "easier" for end users, and for the manufacturers to 
support-both of which are pretty poor excuses. I propose the following minimums... 

1: Enforce strong passwords. 

2: Provide (and enable by default) a basic NAT and/or port filtering firewall… If not a 
cloud or proxy type service, perhaps some sort of dedicated client with VPN tunneling 
built in, with a VPN server built into the equipment. 

3: Critical updates pushed to equipment by default with automatic installation by 
default, but with the user's ability to select a maintenance window when they are 
installed… As it stands, most broadcast equipment manufacturers are terrible about 
making these updates available in a timely manner, if at all. 

There is a LOT of room for improvement. Now it's a matter of both sides taking their 
share of responsibility to keep this critical infrastructure secure.”





Challenges include many who: 
• Vehemently do not want updates happening outside of their total control and timing 
• Don’t want to disturb a working stable transmitter 
• Don’t like the hassle of managing passwords 
• Have never been impacted by a hack so requiring protection they will benefit from can 

at least be a hard sell 
• Have IT departments for which policies range from lax to extremely rigid 
•
• Primary Issues 
•
• Unmaintained Linux OS (no security patches) 
• Default/weak passwords 
• No password enforcement 
• Hackable transmitter 
• Hackable remote control 
• Internet connectivity 

o Enables hacking 
o If severely limited, updates are necessarily in person at site via USB

• Usability – the more we do the worse it gets, despite it protecting against really bad 
things 



Stephen Poole, from Crawford Media Group’s January engineering newsletter





Online Information

Webinars
https://www.nautel.com/resources/webinars/

YouTube
http://www.youtube.com/user/NautelLtd

Nautel Waves Newsletter
https://www.nautel.com/newsletters/

Online Info, such as the Broadcasters’ Desktop Resource
https://www.thebdr.net/

https://www.nautel.com/resources/webinars/
http://www.youtube.com/user/NautelLtd
https://www.nautel.com/newsletters/
https://www.thebdr.net/


THANK YOU!
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