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Your questions please?

(if you don’t see the control panel,

click on the orange arrow icon to 

expand it)

Please enter your questions in the

text box of the webinar control panel

(remember to press send)

Remember: The completion of a Nautel webinar 

qualifies for ½ SBE re-certification credit, identified 

under Category I of the Re-certification Schedule 

for SBE Certifications.





https://www.lucidchart.com/pages/



https://www.lucidchart.com/pages/



What is a VPN?

Virtual Private Network

Can be a remote-access VPN such as a client

Can be cloud based to provide connectivity to 

multiple sites and users seamlessly

Can be site to site over public networks and 

extend your LAN to different locations



What is a site to site VPN

Allows independent networks to be interconnected 

over public internet

Can be a site two miles away. Can be a site two 

states away. 

Allows you to create a wide area network where 

resources can be managed as though they are local







Why do this?

It’s secure. Does not require opening ports in 

firewalls

Convenience.  Everything appears to be part of a 

local LAN

Resources can be easily accessed from either 

location 



Applications in a broadcast environment

Extend studio LAN to transmitter sites

Interconnect multiple studio locations



Applications in a broadcast environment

Connect audio CODECs as local connections

Send now playing information

Send HD data

Extend studio VOIP system

Device UI management

If you have SNMP-enabled equipment, you can have one 
remote control system monitor parameters at all locations



Drawbacks

If all traffic runs through one central place, if 

central place goes down connectivity to other sites 

goes down as well.



What do you need?

Need hardware capable of establishing VPN 
protocols. 

Most commonly incorporated into firewall and router 
appliances

Most common hardware appliances include Cisco and 
FortiNet

Static IPs on each end



Appliance Companies:

Cisco

Juniper

Palo Alto

Aruba

Fortinet

Software-based VPN:

EtherVPN

Windows Networking (yes,that
Windows)

Linux PC (ipfw/iptables, super 
advanced nerds only apply here)

OpnSense/PfSense



Pros of HW

• Appliance based - Usually can 

have some kind of support contract

• Dedicated hardware

• Multiprotocol support

Cons of HW

• Can be limiting in advanced 

network topologies

• Cheaper units cannot support lots 

of remote sites/users

• Can sometimes require a separate 

authentication system to maintain

Pros of SW:

• Configurable, multiprotocol support

• Installation can be quite simple

• Easy to rollback using snapshots (if 

enabled, different webinar)

• Can be locked down to single hosts

Cons of SW:

• Gets a little tricky when trying to share 

with other devices on your networks

• Can be limiting depending on topology

• Requires a little under the hood work 

at times to implement

• At the mercy of the PC if running 

critical infrastructure





Doesn’t have to be expensive!

Many prosumer devices can do this.

Manufacturers include TP-Link, Zyxel, Linksys, 

Ubiquiti, Netgear, Mikrotik



Online Information

Webinars
https://www.nautel.com/resources/webinars/

YouTube
http://www.youtube.com/user/NautelLtd

Nautel Waves Newsletter
https://www.nautel.com/newsletters/

Online Info, such as the Broadcasters’ Desktop Resource
https://www.thebdr.net/

https://www.nautel.com/resources/webinars/
http://www.youtube.com/user/NautelLtd
https://www.nautel.com/newsletters/
https://www.thebdr.net/


THANK YOU!


