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Your questions please?

(if you don’t see the control panel,

click on the orange arrow icon to 

expand it)

Please enter your questions in the

text box of the webinar control panel

(remember to press send)

Remember: The completion of a Nautel webinar 

qualifies for ½ SBE re-certification credit, identified 

under Category I of the Re-certification Schedule 

for SBE Certifications.



Ideas for things to cover

• Wired vs wireless

– Can I get from here to 
there?

– What kind of wireless?

• LTE

• PTP

• Partitioning – subnets, 
multiple domains, 
public IP or private 
network?

• Security

– Firewalls

– VPNs

– Air Gaps

– Education

• Other items

– Cost vs. functionality vs. 
security

– Layers 









What is the “Cloud”?

• Virtualization vs Cloud based

– Public cloud vs private

– VMWare vs private server

– On premises vs off prem

– Security thoughts?

– Redundancy discussion

– How reliable is six 9s reliability 
if a backhoe cuts the fiber?

Source: https://www.westagilelabs.com/blog/cloud-computing-is-the-future-of-

enterprise-application-platform/

https://www.westagilelabs.com/blog/cloud-computing-is-the-future-of-enterprise-application-platform/


Know what you have



VPNs and points to ponder

Entry-level to mid-level enterprise routers for the 

broadcaster

– I saw a good one at Walmart…

Vendors to look at for the station’s IT deployment



Do These 10 Things 

• Change default logins
• Use strong passwords (paraphrases)
• Separate Admin & User accounts on hosts (WIN)
• Segment your network (VLAN) – create multi-layer security 

zones
• Use packet filtering to control host access (ACL and/or 

firewall)
• Disable un-used services – close ports not used
• Monitor you network – know what is normal
• Use secure access (SSH not telnet)
• Use VPN for off-site access
• Don’t be a social engineering victim – educate users
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Essential



Do These 5 Things 
(if nothing else)

• Change default logins

• Use strong passwords (paraphrases)

• Separate Admin & User accounts on hosts 
(WIN)

• Segment your network (VLAN) – create multi-
layer security zones

• Use packet filtering to control host access 
(ACL and/or firewall)
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Security Zones
Segmented Network Architecture
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The “Onion Approach”
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LTE vs PTP vs Wireline (T1,DSL,Cable)



Source – Wikipedia (Fresnel zone)

A Fresnel zone (/freɪˈnɛl/ fray-NEL), named after physicist Augustin-Jean 

Fresnel, is one of a series of confocal prolate ellipsoidal regions of space 

between and around a transmitter and a receiver. Transmitted radio, sound, 

or light waves can follow slightly different paths before reaching a receiver, 

especially if there are obstructions or reflecting objects between the two. 

The waves can arrive at slightly different times and will be slightly out of 

phase due to the different path lengths. Depending on the magnitude of the 

phase shift, the waves can interfere constructively or destructively. The size 

of the calculated Fresnel zone at any particular distance from the transmitter 

and receiver can help to predict whether obstructions or discontinuities 

along the path will cause significant interference.

https://en.wikipedia.org/wiki/Help:IPA/English
https://en.wikipedia.org/wiki/Help:Pronunciation_respelling_key
https://en.wikipedia.org/wiki/Augustin-Jean_Fresnel
https://en.wikipedia.org/wiki/Prolate_spheroid
https://en.wikipedia.org/wiki/Ellipsoid


Online Information

Webinars
https://www.nautel.com/resources/webinars/

YouTube
http://www.youtube.com/user/NautelLtd

Nautel Waves Newsletter
https://www.nautel.com/newsletters/

Online Info, such as the Broadcasters’ Desktop Resource
https://www.thebdr.net/

https://www.nautel.com/resources/webinars/
http://www.youtube.com/user/NautelLtd
https://www.nautel.com/newsletters/
https://www.thebdr.net/


THANK YOU!


